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ClamXav
a free antivirus application for the Mac
Backgrownd

Why anti-virus software for Mac OS X, which has been virus-free for years?
-Viruses for OS X will eventually appear.
-You presumably don't want to pass on Windows viruses to your PC friends (they have enough
virus trouble already).

The two functions of antivirus software:

Prevent viruses from getting into your computer. (The most important function)
In ClamXav this is called Folder Sentry

Find and eliminate any that are already on your machine.
In ClamXav this is called Scan

I include worms and trojans under the term virus. For more information on the distinctions see
http://us.trendmicro.com/us/support/virus-primer/index.html

Doautloading and Tustalling

Go to the website www.clamxav.com
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> Introduction ClamXav is a free virus checker for Mac OS X. It uses the tried, tested and very pc
» Why Do It? antivirus engine as a back end.
> Have a Suggestion? Back in the days before OS X, the number of viruses which attacked Macintosh

between about 60 and 80. Today, the number of viruses actively attacking OS X use
doesn't mean we should get complacent about checking incoming email attachment:
reasons. Firstly, there's no guarantee that we Mac users will continue to enjoy
importantly, the majority of the computing world use machines running MS Windt¢
guantity of viruses exist, so we must be vigilant in checking the files we pass on to our
Software Sections For example, if you're a wise person and you've turned MS Office's macro support
notice that virus which is hiding inside this month's edition of Extreme Ironing.doc wh
you then forward that document to a less wise person who has not turned off the m:

> Is It Really Free?

> Version History
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CSeIect the version for your OS and click to download )

Please choose the corrgct download for your version of Mac 0OS X.

Download for 10.4 Tiger and 10.5 Leopard (preferred) | mirror (24.4 MB)
ClamXav is fully Universal which means that it will run on 10.4 and 10.5 on both PPC and

Download for 10.3 Panther | mirror (22.9 MB) - Unsupported

Please note: Since the release of Mac OS X 10.5, I no longer have the resources to m
cease to operate correctly under Panther. For as long as my aging PowerBook continue:
than that, I'm afraid I can't make any promises. Sorry.

When it is through downloading,@ouble-click to mount the ClamXav installation disk image)

- .. If you don't see this small downloads
. an?(av_-.l.]._. .rsal_e%942.dmg window, yOU can gO to yOUT'

Downloads folder, desktop, or
wherever you send your downloads
and double click on it there.

e 00 __ ClamXav -
P 4 6 items, 5.7 MB available

| Clear 1 Download y @ > i

ClamXav Applications

The disk image will be mounted, and this
window will be displayed.

How to install the plugin

CTo install ClamXav, drag the icon as shown

ScanWithClamXav.plugin

CTo install the plug-in follow the instructions here

Extras REMOVE_engine.command
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O 0 ClamXav
L

Choose what | Before using ClamXav, you must install the Clam 2 13 08_doc"
Anti-Virus engine. Click the 'Install' button to do this
We've now installed ClamXav, now - the installer will launch and ClamXav will quit.
but it is onIy the the user Status: Alternatively, click "View Instructions’ for info on how

interf to th . Reports to download the source code, and build it yourself.
Interrace 10 the scan engine, (i
which is what does all the ‘ View Instructions ) ( Quit ) ( Install )

work. | 4

BECAUSE THE PROGRAM IS LICENSED FREE OF GE, THERE IS NO WARRANTY FOR THE
i i PROGRAM, TO THE EXTENT PERMITTED PLICABLE LAW. EXCEPT WHEN OTHERWISE
To install the scan engine, STATED IN WRITING THE COPY OLDERS AND/OR OTHER PARTIES PROVIDE THE
go to the applications folder PROGRAM "AS IS WITHOU RANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
{ INCLUDING, BUT NQL#MTED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND

and launch ClamXav. FITNESS FOR ICULAR PURPOSE.

- i

TIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

Click here and you will be
guided through the installation.

IN NOC EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
| HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Foldern Sentry
Note: The following discussions assume OS 10.5 and Apple Mail.

In my opinion the most important task is keeping viruses out of your computer, not finding them after
they have already gotten in and you have forwarded the virus to someone else. Keeping them out is
the job of Folder Sentry, and we will set this up first.

O 0 ClamXav
[ Choose what to scan... ] ",v’rUrsrersr_r‘;)etcr}'bésktop"
Open ClamXav and click on [ Start Scan | | Update virus definitions | Open scan log | | Open update log )| Preferences |
Preferences. —saws
Report:

Itis strongly advised to back up important data before using this software.
NO WARRANTY

RFECAIISF THF PRNOGRAM IS | INFNSFN FRFF NF MHARGE THFERF IS NN WARRANTY FNOR THFE

Preferences

-

’. General Irnternet;sgh_gdda—')Fbrlder Sentry
Ghen click on Folder Sentry), . Togging

@ Log the scan results to file @ Log the update results to file
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This will open up a window
where you can specify which
folders you want Folder Sentry

to watch.

Open a finder window, navigate
to the folders you want, and
drag them to the Folder Sentry

[_]IMAP-pbdoregonpete@gmail.com@imap.gmail.com

window.
\ 4
®n0o
(<]>] L
¥ DEVICES

for AsShMUG 12/9/2008

Preferences

]

GCeneral Internet  Schedule  Folder Sentry

Drag one or more folders into the list below to enable ClamXav to watch it.

Folders Being Watched
-~/Library/Mail/IMAP-pbdoregonpete@gmail.com@imap.gmail.com

A

\
\

.( Remove selection \ ( Remove All )

[ Scan inserted disks (Beware of network or I‘rge volumes)
FZ' Launch ClamXav Sentry when you log in to

[ Quarantine Infected Files | | Delete Infected Files

is computer

71 Turn off Spotlight support (changes to subdir‘ctories will go unnoticed)

S’

[ Save Sett ngs & Launch ClamXav‘en:rv )

(

Cancel

) ( 3 )

(o ])(%-](=-] 0

\
\
\

Preferences take effect the next time a scan or uida!e is performed

D‘

Q

Shared Folder
= [

i} &% — . Y 2
[E| Peter's Intel Desktop ’ L_j PBQ chuments > M (3 EasyFind . L] AvanableFeeds.
£l iDisk ’ ._E_] Applications » (] Favorites o s BackupTOC.plist ‘
1| PBD 250 ext 4 || [ Archived Data * | &3 Filesync » L Bundles >
1| Video Archive a | Archived Email Il (3 FontCollections . 1;1 Bundles (Disabled 1) >
I PBD Time Machine & ; - Ar';huve...tofr;logI 8 Fonts - :ﬁ Bu?dlfs (Disabled) >
— | ...Offici » el
=} PBD Desktop HD : ‘—J AW Stat...Officials g &3 iApps > : De alu tCounts
= - |=] Chronosync Docs (1 Icons » | Envelope Index
I| SuperDuper a } P
= Al |51 Desktop * Il &3 imovie M|l ™ IMAP-pbdoregonpete@gmail.com@imap.gmail.com »
. ClamXav = o] il
= ’ LgJ Documents * Bl &8 indexes = ! LSMMapZ_
¥ SHARED | 1:] Downlo...Apps 5 » (1 Input Methods -4 & Ma.c-pbd_m_or >
Myrl's Computer | & Downlo...Apps 6 > || o3 Internet Plug-Ins » I | S Mallboxes ' 8
ot " = Downlo...ps List (] Internet Search Sites . ~ MessageRules.plist
|&| Downloads » (] iTunes > @ MessageRules.plist.backup
r PLACES .; Ex PC‘D...bundIe (] Keyboard Layouts > | MessageUidsAIreadyDgwnloaded3
EF Desktop ‘ _@ Favorites " [ Keychains bl = OpenedAttachments.plist
(] ~PBD Documents ; [ITE] Library (] LaunchAgents > L—_J POP-pdegroot@opendoor.com >
— - L i » _~— | >
B e ;s 8 Loos % G sgnat
- . | L Music - £ mail (] Signatures
i ] Palm e SmartMailboxes.plist
7 Applications S| - 0 i (] Mail Downloads e ST O ey
= Hay v | = = < »
6 items, 163.82 GB available y
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What folders should you have Folder Sentry watch?
At a minimum:

Your email Inbox or Inboxes if you have more than one account.
If you are using Apple Mail, these will be in Home/Library/Mail. They will be folders with POP or
IMAP somewhere in the name. See the example on the previous page. Note that they are not
in the folder named Mailboxes. These are mailboxes you have created "on my Mac". They
don't have to be monitored because everything goes through the Inbox first.

Your Mail Downloads folder.
This is where email attachments are stored. By default it is Homel/Library/Mail Downloads
unless you have changed the folder for mail downloads in Mail/Preferences/General.

Your Downloads folder.
This is where your downloads from the internet end up. By default it is Home/Downloads
unless you have changed it in your web browsers Preferences.

For many of us, this covers most of the ways that viruses can get in. Depending on how you use your
computer, you may want to add some additional precautions. For example, if you

- Often get files on Flash drives, CDs, DVDs or portable Hard drives from other users.
- Often receive files via iChat
- Are running Windows on your Mac with a virtual machine via Boot Camp, Fusion, or Parallels

Some suggestions on dealing with these situations are given at the end of this document.

Start Folder Sentry's protection.

Preferences

You want to check this box to have Folder
Sentry start automatically when you log in.

General Internet  Schedule = Folder Sentry |

Drag one or more folders into the list below to enable ClamXav to watch it.

Folders Being Watched
- {Library/Mail/IMAP-pbdoregonpete@gmail.com@imap.gmail.com

Click this button to launch Folder Sentry.
DON'T click the OK button.

~/Library/Mail Downloads
~/Downloads

=T

If you click the OK button changes don't take
place until after the next scan or update. If you NC
use the Save Settings and Launch... button (
they take effect immediately, and it doesn't
cause any problems if Folder Sentry is already
running.

Turn off Spotlight supp changes to subdirectories will go unnoticed)

Save Settings & Launch ClamXav Sentry

Preferences take effect the next time a scan or update is performed

(? Cance ( oK )
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You should now see thisicon ## in the Menu Bar.

Updating Unws Definctions

It is extremely important to schedule virus definition updates regularly. Screening of incoming files is
seriously compromised if your virus information is out of date.

Go to the main window and click on Preferences

Preferences. f
[_General lnternet) Schedule Folder Sentry

'VT Log the scan results to file @ Log the update results to file

(Click on Schedule

\ ( Open scan log ) Open update log

Preferences

(Now click on Update —
General Internet = Schedule Folder Sentry
m

Set the days and times for automatic

updates. They usually take less than a £3 Monras 1Zara 120m Vion
minute, so scheduling during inactive ™ Tuesday \
hours is not critical. | Wednesday
[ Thursday =
:00 1 30 45
lg Friday ’
; M £
When you are through, click here. iy =
. . . . 1 Sund
Again, DON'T click the OK button until i
after yOU have cIicked Save Schedule " Open update log automatically after scheduled update
Settings
If you jUSt click the OK button, your © Re-load Schedule Settings ) [ Save Schedule Settings

schedule changes will NOT be saved.

Preferences take effect the next time a scan or update is performed

ey ( Cance ( oK )
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YVinws Scans

You can do manual or periodic scheduled scans of folders to find any viruses that may already be
there.

General ClamXav Scanning Considerations

- Scanning is slow. Some types of file will be faster than others, but here is a rough guide obtained by
scanning my Applications folders:

iMac, 2.4 GHz Intel core duo 3.6 minutes/Gigabyte
iBook, 1.2 GHz G4 16 minutes/Gigabyte

- The method of selection of folders to be scanned is limited and less than user-friendly.

- The good news is that with the current state of viruses that can infect the Mac (essentially none) it is
not critical to scan extensively or often.

- File type limitations
ClamXav cannot scan virtual disks nor Smart Folders.

Disk image files, such as .dmg, .toast, .sparseimage and .sparsebundle will look like they are
being scanned, but the actual contents will not be scanned unless the file is double-clicked and
mounted on the desktop.

However, compressed archive files like .zip and .sit are scanned correctly without uncompressing
them.

- With any Anti-Virus software, it is not a good idea to abort a scan in an abnormal manner; for
instance by shutting off your computer or doing a force quit. These programs operate at a deep level
in the disk and file structure of your data, and there is the potential for data loss or corruption. (Back
up your data!) You should only abort a scan by using the mechanism built into the AV software. For
Folder Sentry scans, this is done with "Abort Scans" in the pull-down menu under the Menu Bar
icon. For ClamXav scans, this is done with the "Stop Scan" button in the main window or "Stop" in
the File menu.

Manual Scan
Initially, it is a good idea to scan your entire computer. (Back up your data!) This will typically take

between 5 and 20 hours, depending on the speed of your computer and the amount of data to scan.
You probably want to do it overnight when your computer is not busy.
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In the main ClamXav window, click on noo ClamXav
"Choose What to Scan"

Itis strongly advised to back up important data before using this software.

NO WARRANTY

A file selection window will open.
BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

PROGRAM TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE

00 ClamXav

22 =[m] | -} PBD Desktop HD

a ¥ DEVICES B3 Applications

= peter's I... ‘ [ Desktop

S [ Developer

[F VPP (] 0 Disk Rebuild Reports |

ER | = ocuments |
: I [ teher fog il

E (Q search ) ‘

@avigate to your main hard drive

ClamXav will not allow you to choose the
Hard Drive itself, but you can use Command -
Click or Shift-Click to choose some or all of ,

the folders in it. PP || = essages Recened

¥V SHARED
= Myrl's C...

¥ PLACES

w4 Other Apps
\Q Quarantin... ClamXav

After you have selected the folders, click
Open

T
Ope

Cancel 4

2

(Click on Start Scan

2/

Itis strongly advised to back up important data before using this software.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
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Manual Scan Via Contextual Menu

If you have installed the plug-in (p. 2) you can scan a single suspicious file, or a whole folder if you
wish, from the contextual menu that appears when you right-click or control-click the file.

800 (2] Downloads =)
e L (o= 0 Q
| SuperDuper = Shared Folder

1525_MotDoc.pdf V Preview:

SHARED
1525_MotDoc2.pdf
a ClamXav_l...e940.dmg

I Peters iBoolc G4 m/ 3 ClamXav_l...e942.dmg -

/=] Myrl's Computer

PLACES o flashtovide...verter.dmg —
IEJ Desktop o flashvideoconverte Open
(1] ~PBD Documents iReady_checklist.p Open With i

' NeoOffice....down|

Click on More

o~

il peter “ NeoOffice....downl  Move to Trash
¥ Favorites L Pl1-1.pdf

/\ Applications L Pll.pdf Cet Info

phd102008s.png ~ Compress “flashvideoconverter.dmg"”
o SnapzProX2.dmg Duplicate
I userguideV3.swf Make Alias

e —

SEARCH FC

() Today W [ v3_9501A42A.pdt  Quick Look “flashvideoconverter.dmg”
(L) Yesterday

> A Copy “flashvideoconverter.dmg”

— A

E%J All Images * Label:

X

then on Scan
With ClamXav

Automator
Send "flashvideoconverter.dmg" To Bluetooth Device...
Enable Folder Actions

Configure Folder Actions...

The main ClamXav window will open and the scan will start. Note however, that "Choose what to
Scan" has been changed to the file being scanned. If you are running scheduled scans (discussed in
the next section), you will have to change it back to the folder(s) you normally scan.

00 ClamXav

[ Choose what toGcan... ] "/Users/peter/Downloads/flashvideoconverter.dmg”

[ Start Scan | [ Update virus definitions | | Open scan log [ [ Open update log | | Preferences |

Status: Finished

Report:

Started scanning
Please note, large files will take a long time to scan.

----------- SCAN SUMMARY ------eeee-
Known viruses: 471608
Engine version: 0.94

Manual Scan via Drag and Drop

If you keep ClamXav in your dock or put an alias of it on the desk top, you can also scan individual
files or folders by dragging and dropping them on the ClamXav icon.
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Scheduled Scans
What Folder(s) to scan?
This is the big question, and there isn't very much guidance out there on the internet that | can find.

Given the minimal threat to the Mac, a complete scan is overkill in my opinion. If you are really
worried about viruses (as ex-PC users understandably tend to be) then you could do this periodically
at night.

If you have Folder Sentry protecting the usual entry points (p. 4 & 5) then you should be safe there.
However, you could schedule scans of these folders as "insurance". Unfortunately the limitations of
the "What to Scan" choosing process makes it impossible to select multiple folders unless they are
subfolders in the same folder, as in the full computer scan example, pp. 7 & 8. Instead, you could
choose Home/Library, which contains the mail inboxes (plus many other folders and files), and Home/
Downloads.

Since at present virtually all of the 100,000+ viruses out there are for Windows, if they do get into your
Mac, they are just going to sit there and not infect any files. The only thing | really worry about is
forwarding one contained in an email or email attachment, so for insurance the only scheduled scan |

do is of Home/Mail and Home/Mail Downloads, even though Folder Sentry should catch any viruses

when they arrive.

How to Schedule Scans

Choose what to scan..

"/Users/peter/Library/Mail" "/Users/peter/Library/Mail Downloads"

Searc
Size Mailbc¢
(B Inbo
(R Inho

Q\fter choosing what to scan,>/? _ bt '
Start Scan Update virus definitions Open scan log ODW Preferences
Status: Pref.
references
. m—TTCDOIt:
@Ilck on Preferences)— e s
1 General Intergg* Schedule = Folder Sentry
then click on Schedule\ e
C / BECAUSE THE PROGF == Update
~ PROGE Al
Cand then on Scan — PROGRAN AS 15" W Moy e 2 g
INCLUDING, BUT NOT M Tuesday O
i FITNESS FOR A PARTIH C) Wedriesday
Set the days and times for the , ZE
THE ENTIRE RISK AS ) Thursday 15 30 a5

scan. If you are scanning on the
same days as scheduled
Updates (p. 6), schedule the
scan at least 15 minutes after the
update so you are scanning with
the latest virus definitions.

SHOULD THE PROGR
SERVICING, REPAIR O

IN NO EVENT UNLESS
COPYRIGHT HOLDER,
PROGRAM AS PERMI
GENERAL, SPECIAL, Il
OR INABILITY TO USE
DATA BEING RENDER
OR A FAILURE OF THE
HOLDER OR OTHER P,

! Friday

| Saturday
1 Sunday

_!| Open scan log automatically after scheduled scan

Re_load Schedule Scttings

) *Save Schedule Settings

. . 0\
@galn, click here first )

and then on OK or your schedule
settings won't be saved. T
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Special Sctuations

Some strategies to use if:

- you often get files on Flash drives/cards, CDs, DVDs or portable Hard drives from other
users

Preferences

General Internet  Schedule = Folder Sentry ]

a) Scan everything on any mounted disk with Folder

Sentry Drag one or more folders inte the list below to enable ClamXav to watch it.

Folders Being Watched
-{Library/Mail/IMAP-pbdoregonpete@gmail.com@imap.gmail.com
~/Library/Mail/POP-pdegroot@opendoor.com
Mail/Mac-pbd_in_or
~{Library/Mail Downloads
~/Downloads

! Back in Preferences/Folder Sentry check the
box marked Scan inserted disks

then click

{ Remove selection Remove Al

¥ Scan inserted disks (Beware of network or large volumes)
'7‘ Launch ClamXav Sentry when you log in to this computer

This will scan all of the above media types when
they are mounted (plus any disk images you
mount on the desktop). It scans the whole thing,
which can take a lot of time (about 4 minutes to i i e e e e e s
scan a full data CD on my Intel iMac, for @ ==
example), and it scans every mounted disk or

flash card, which can get really annoying. However, you can abort the scan in the pull-down
menu of the Folder Sentry icon in the top Menu bar.

w Quarantine Infected Files || Delete Infected Files

otlight support (changes to subdirectories will go unnoticed)

Save Settings & Launch ClamXav Sentry

b) Scan selected items with Folder Sentry:

Create a special folder on the desktop (called VirusCheck, for example) and add it to the
folders watched by Folder Sentry (p. 4).

After mounting the disk, open it and drag the items you want checked into the special folder
before moving them elsewhere on your machine.

c¢) Scan individual items with the Contextual Menu command or Drag & Drop
Right-click on the selected item (file or folder) and scan it with the Contextual Menu scan
command or drag and drop the item onto the ClamXav icon (p. 9). You can scan it right on the

mounted medium before you copy it to your computer. But remember that you will have to fix
the "Choose what to Scan" Field (p. 9) if you are running periodic scheduled scans.
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- you often receive files via iChat

a) Create a special folder to put the items into before putting them elsewhere as in b) above.

b) Scan the items with the Contextual Menu command as in c) above or with drag & drop (p. 9).
- you are running Windows on your Mac.

Your virtual Windows machine is just as vulnerable to all the viruses out there as
any real PC, but they will only affect the virtual machine, not your Mac.

Note that if a Windows virus does get into the Mac side from an email, download,
etc. it cannot "migrate” to the Windows virtual machine unless you deliberately
move it there, and vice-versa.

ClamXav on your Mac doesn't provide any protection for your Windows virtual machine because it
can not scan the virtual hard drive associated with the Windows machine.

Solutions:

- If you only use your Windows virtual machine occasionally, and never or seldom connect to the
internet or receive email on it, Clamav (without the X) is a version for Windows that is also free.

- If you use your Windows virtual machine more like a real PC and download files and email, then
you should spend the money for one of the commercial, heavy-duty antivirus applications for
Windows.

There are a few purported "Tutorials" out there but most are bad videos on YouTube and
elsewhere showing only how to install ClamXav.

The best tutorial | have found is from the Rutgers University Computing Services department.
http://computing.camden.rutgers.edu/macintosh/clamxav.php It is a little out of date. The warning
about Firefox downloads doesn't apply to the current versions of ClamXav (1.1.1) and Firefox
(3.0.3).

There is more information on www.clamxav.com, especially in the Documentation and FAQ
sections and in the Support Forums.

Donation

If you find ClamXav useful, please consider making a donation on the website. While not as
polished and comprehensive as the commercial ware, it is good basic antivirus software and a
pretty awesome accomplishment for being created and maintained by a single person, Mark Allan.
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